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Introduction 


This publication is intended to provide contractors and other 
entrepreneurs with an explanation of certain security require- 
ments and implications related to classified government 
contracting. 


Classified contracts, whether of national or foreign government 
Origin, are usually administered by Supply and Services Canada. 
The Security Branch is the operative unit of the Department 
through which advice on security matters may be sought. The 
Branch also monitors the application of government security 
regulations during the life of such contracts. 


Industrial Security Program 


. What is the government industrial security program? 

The government industrial security program was established to 
safeguard classified information entrusted to Canadian industry. 
Essentially it is a government-industry team program, whereby 
the government establishes requirements for the protection of 
classified information entrusted to industry, and industry subse- 
quently implements these requirements with government advice, 
assistance and monitoring. 


. Who administers the government industrial security 
program? 

The Security Branch, Supply Administration, Supply and Servi- 
ces Canada manages the program on behalf of all federal 
departments and agencies, and allied nation users who contract 
for supplies and/or services through one of the Directorates or 
Regional Supply Centres of Supply and Services Canada, or the 
Canadian Commercial Corporation. 


. What are the Security Branch responsibilities concerning 
industrial espionage? 

The Security Branch manages a program designed to properly 
identify and safeguard Canadian and foreign classified informa- 
tion entrusted to Canadian industry. Industrial espionage is a 
corporate management problem unless classified or sensitive 
government information is involved. 


. What is classified information? 

Classified information is official government information which 
has been determined to require protection against unauthorized 
disclosure in the interest of national security and which has 
been so identified by being marked as TOP SECRET, SECRET, 
CONFIDENTIAL or PROTECTED. These classification cate- 
gories are defined in Canada as: 


Top Secret — government documents, information and materiel 
of which the security aspect is paramount and for which the 
unauthorized disclosure, destruction, removal, modification or 
interruption could reasonably be expected to cause exception- 
ably grave damage to the national security of Canada. 


Secret — government documents, information and materiel of 
which the unauthorized disclosure, destruction, removal, modifi- 
cation or interruption could reasonably be expected to cause 
serious damage to the nationai security of Canada. 


Confidential — government documents, information and mate- 
riel of which the unauthorized disclosure, destruction, removal, 
modification or interruption could reasonably be expected to 
cause identifiable damage to the national security of Canada. 


Protected — sensitive information which lies outside the 
national interest and which is exempt from access under the 
Access to Information Act or the Privacy Act. 


Who decides which information or materiel is to be 
classified? 


The originator of the information determines the classification. 
In the private sector, this will normally be indicated in the con- 
tract. Department of National Defence contracts are classified 
through a Security Requirement Check List. If in doubt, contact 
the Security Branch for direction. 


6. What is meant by “access” to classified information? 


“Access” means the ability and opportunity to obtain knowl- 
edge of classified information. An individual may gain unauthor- 
ized access to classified or sensitive information by being in a 
place where such information is kept, if the security measures 
which are in force do not prevent him or her from gaining 
knowledge of the classified or sensitive information. 


7. What is meant by a classified contract? 


This refers to any contract or formal agreement which contains 
a security clause or which requires or will require access to 
classified or sensitive information or materiel by those associa- 
ted with it. A contract may be a classified contract even though 
the contract document itself is not classified. 
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Facility Security Clearance 


What is a facility? 


To the Security Branch, a facility is any plant, laboratory, office 
Or commercial structure with associated warehouses, storage 
access, utilities and components which, when related by func- 
tion and location, form an operating entity. A business may con- 
sist of one or more facilities as defined above. 


What is a facility security clearance? 

This is an administrative determination by the Security Branch 
that, from a security viewpoint, selected personnel of a facility 
are eligible, on a need-to-know basis, for access to government 
classified or sensitive information of a certain category and all 
lower categories. 
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When is a facility security clearance necessary? 

A facility security clearance is required when a contractor or 
any officials or employees need to have access to classified 
information. 


How does a firm become eligible to be considered for a 
classified bid or quotation? 

The same process used in the case of an unclassified procure- 
ment would be involved. The firm has to qualify as a bidder at 
Headquarters or a Regional Centre of Supply and Services 
Canada, or to a prime contractor or sub-contractor performing 
on a government contract. 


If the bid or sub-contract involves access to classified informa- 
tion, the Supply Centre or cleared prime contractor submits a 
request to the Security Branch for clearance of the prospective 
bidders. 


May a facility apply for its own facility security 
clearance? 

No. Headquarters or a Regional Centre must sponsor the facility 
for clearance to the Security Branch. A cleared contractor must 
request clearance for a sub-contractor. 


What is involved in getting a facility security cleared? 


This involves the security clearance of selected company oOffi- 
cials and key personnel and may include owners, officers, direc- 
tors, executives, partners, etc. A Security Branch Field Industrial 
Security Officer will visit the facility and/or conduct a survey to 
ensure that it meets the physical, administrative and safeguard- 
ing requirements necessary for the performance of the required 
Classified work. 


How long does it take to get a facility security clearance? 


Once the appropriate forms are received at the Security Branch, 
the facility security clearance can be issued within 120 days. 
However, since a facility clearance is dependant upon the per- 
sonnel security clearances of all of the selected officers and 
key officials, the time required can vary considerably. 


15. What does a facility clearance cost the contractor? 


There is no direct charge to the contractor for processing a 
security clearance. The government, however, is not responsible 
for any additional security costs required, such as guard 
salaries or storage containers. Accordingly, contractors should 
determine their security requirements and related costs when 
making a bid quotation on a classified contract or sub-contract. 
Failure to consider such costs may result in an unrealistic bid 
and/or financial loss. 
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16. What is the policy concerning control and influence by 
foreign ownership? 


The Security Branch deals with Canadian corporate citizens, 
foreign ownership notwithstanding. Any security problems 
would depend on the level of autonomy exercised by corporate 
officers in Canada. A company wishing information concerning 
its own status should write to the Director, Security Branch. 
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Does the employment of non-Canadians make a firm 
ineligible for a facility security clearance? 

No. The employment of non-Canadians does not in itself pre- 
clude the processing of a facility security clearance. However, a 
cleared firm must ensure that only those persons, Canadian or 
foreign, with the required security clearance and the need-to- 
know have access to classified information. 


What type of controls must be placed in effect when a 
firm is cleared? 

The controls required vary from facility to facility. The Industrial 
Security Manual prescribes the minimum security requirements 
that must be fulfilled by cleared contractors. The assigned Field 
Industrial Security Officer can assist contractors in this area. 
Before granting a facility custody of classified information or 
materiel, the Security Branch must assure itself that the facility 
can adequately safeguard the classified information or materiel 
involved. This assurance is based on a determination that the 
facility has adequate procedures, safeguards, control and 
storage capable of preventing disclosure of classified informa- 
tion to unauthorized persons. 


Some of the more essential considerations are the presence of 
appropriately cleared personnel in key functions such as re- 
ceiving points and document control stations; adequate proce- 
dures for document control and accountability; area controls 
when required; reproduction control; and an adequate security 
education program. 


There are other requirements such as classification markings, 
visitor controls, sub-contracting clauses, destruction, reproduc- 
tion, transmission, automatic data processing, etc. All essential 
security requirements are set forth in the Industrial Security 
Manual. When these and other applicable requirements are met, 
the Security Branch can approve the release of classified infor- 
mation to the facility. 


Are guards and/or approved storage containers a 
prerequisite to a facility clearance? 

No. However, these and/or other safeguards are required before 
the contractor can be given physical custody of classified docu- 
ments or materiel. 
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There are RESTRICTED AREA signs in some cleared 
facilities. What does this mean? 

A RESTRICTED AREA is a controlled area established to safe- 
guard classified/sensitive materiel which, because of its size or 
nature, cannot otherwise be adequately protected. 


If a firm obtains a facility security clearance, can this fact 
be used in advertisements? 

No. The fact that a firm has qualified for and has been granted a 
security clearance may not be used for advertising or promo- 
tional purposes or in the recruitment of employees. 


How long does a facility clearance remain in effect? 

A clearance is not awarded in perpetuity. It is granted for the 
performance of a specific contract up to the level of classifica- 
tion necessary or, on the basis of Supply and Services Canada 
sponsorship, for 12 months. A facility security clearance lapses 
upon completion of the last classified contract, or, if confirma- 
tion of the aforementioned sponsorship is not renewed, for the 
ensuing 12 months. 
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Will my facility be inspected by the government, and if 
so, what is the government’s right of inspection? 


The Security Branch, on behalf of the Government of Canada, 
will inspect your facility. The authority by which these inspec- 
tions are conducted is outlined in every classified contract and 
in the Industrial Security Manual. The inspections are made 
prior to the issuance of the facility clearance and at least once 
each year thereafter during the life of a classified contract or 
sponsorship. These inspections serve to assure both the com- 
pany and the government that classified information is being 
properly accounted for by the company. 


Since | will be in possession of classified information, 
what responsibilities do | have regarding visitors? 


You will be required to implement visit control procedures to 
preclude all visitors from unauthorized access to classified 
information or materiel. It is essential that the number of secu- 
rity cleared visitors requiring access to classified information is 
kept to a minimum and that visits are approved by the Security 
Branch. 
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What reporting requirements are there? 


There is only one recurring report required, the Company 
Security Officer's Quarterly Report, but others may also be 
necessary if incidents occur which could affect the security of 
classifed information or materiel entrusted to a contractor. 


26. 


Personnel Security Clearances 


What is a personnel security clearance? 


This is an administrative determination by the Security Branch, 
with the assistance (as required) of national security authorities, 
that an individual may, by reason of reliability and loyaity, have 
access, on a need-to-know basis, to classified information. This 
is done after an individual: gives his/her consent; signs an Oath 
or Solemn Declaration of Secrecy; and completes a Supply and 
Services Canada Personal History Form. In some cases, 
fingerprints may also be required. 


A security clearance can often be confirmed within 60 days of 
receipt of correctly completed forms by the Security Branch, but 
depending on individual circumstances, may take one year or 
more. All forms required in the process are supplied without 
charge. 
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Who may have access to classified information? 

Only those persons with a bona fide need-to-know and a per- 
sonnel security clearance at the same or higher level as the 
classified information to be disclosed may have access. 


When may an individual be processed for a security 
clearance? 

An individual may be processed for a security clearance when 
he/she is employed by the contractor in a job requiring access 
to classified information, or, in certain cases, when a person, 
not an employee of the contractor, functions under the control 
of the contractor and requires access (e.g. a consultant). 


May | advertise for persons having a security clearance? 


No. Employment advertisements shall neither state nor imply 
that a security clearance is a prerequisite for employment. 


May non-Canadians be given security clearances? 


A non-Canadian must be able to supply a 10 year verifiable 
background. If such is supplied, the individual may be given a 
Canadian security clearance with third party access limitations. 
The individual would be denied access to classified information 
that is not of Canadian origin or that does not come from the 
country of which the person is a citizen. United States citizens 
are given security clearances based on an assurance from US 
authorities. This is the result of a reciprocal agreement whereby 
Canadians residing in the US may work on classified projects 
based on an assurance provided by Canadian security authori- 
ties. Third nation rules, of course, apply equally to US citizens 
in Canada. 


ls a criminal record an automatic bar to the issuance of a 
security clearance? 


No. A firm is clearly entitled to employ persons with a past 
criminal record. When clearances are requested for these indivi- 
duals, the Security Branch evaluates the complete record on its 
own merits. A clearance is denied only when all of the circum- 
stances of a particular case warrant such a determination 
related to the risk from a national security standpoint. 
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May an individual who has been granted a security 
clearance be authorized access to any and all classified 
information? 

No. First, a need-to-know must be established and the individual 
must have been granted an appropriate personnel security 
clearance to the required level. 


Do contractors have the authority to deny or revoke 
personnel clearances for their employees? 

No. Contractors have no authority to deny or revoke personnel 
clearances of employees. That authority is reserved to the 
government. The contractor can, of course, suspend the access 
of an individual while notifying the Security Branch of the 
circumstances. 


How long does a personnel security clearance remain in 
effect? 

A personnel security clearance automatically terminates when 
an individual leaves the employ of the company, or is trans- 
ferred to another position where access to classified informa- 
tion or materiel is not required, or if the company facility 
clearance lapses. Otherwise, a personnel security clearance is 
valid for a period of five (5) years from date of issue, unless 
terminated for cause. 
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Visit Arrangements 


| would like to sub-contract on a classified US defence 
contract. This requires a visit to the US plant by my 
project managers. What special arrangements will | have 
to make? 


Arrangements for such visits are made on behalf of contractors 
by the Security Branch. As a prerequisite, companies desiring 
such visit arrangements must hold a current facility security 
clearance and employees involved must hold appropriate 
personnel security clearances. 


| will have to bring some classified documents with me. 
How do | pass Customs with such documents? 


Classified information may only be transmitted on a 
government-to-government basis. Once approval for the transfer 
of the information is obtained, government couriers from the 
two countries involved will exchange and/or escort the docu- 
ments or materiel to its “receiving nation” destination. 
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For further information, please contact: 


Manager 

Industrial Security Program Group 
Security Branch 

Supply and Services Canada 

10 B3 Place du Portage Phase III 
11 Laurier Street 

Hull, Québec 

K1A 0S5 

(819) 953-3613 
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